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Balliol College Academic Privacy Notice:

Further information for current students and applicants

who have accepted an offer from the College

This document provides further details for current students and current applicants who have
accepted an offer from the College on the ways that their personal data is processed by the
College. It forms part of, and should be read in conjunction with, the Balliol College Privacy Policy
(interim), available at https://www.balliol.ox.ac.uk/policies.

Below is the further information for the relevant sections in the master Privacy Policy (section
number provided in brackets).

I. How we obtain your data (Section 3)
Data that we hold on you may come from different sources: we might receive it from you; we
might create it ourselves; or we might receive it from a third party.

Categories of data that we collect, store and use include (but are not limited to) data generated

by:

Direct interactions (provided by you)

Your personal details such as name, date of birth, gender identity.

Information about your health and/or disabilities.

Other information such as dietary requirements ethnicity, health, religion or philosophical
beliefs and/or sexuality that you disclose to us.

Passport and visa records confirming eligibility to study in the UK.

Applications for financial support.

Written work submitted for academic, academic-related or other purposes.

Information required for degree ceremony bookings.

Third parties, including the University of Oxford (generated by third parties and shared
with us)

Application data that becomes part of your student file such as your school or previous
educational establishments or employers if they provide references to us;

The University of Oxford, which operates a number of systems that Colleges have

access to, including access to your photograph from your University card, your

course of study, study status, dates of attendance, examination results, fees

outstanding, degree ceremony bookings, emergency contact details, student loan

status, “right to work” checks and visa information, disability information and

reports by supervisors;

Family members, fellow students, friends, and other contacts who may provide us with
information about you if and when they contact us, or vice versa;

Other external sources such as funding bodies, GPs or other medical practitioners.



Balliol College (generated about you by College tutors and staff)
e Reports on tutorials, collections marks and references;

e Lists and committee minutes relating to academic performance;
e Awards, scholarships and prizes conferred.

Details of our processing activities, including our lawful
basis for processing (Section 4)

Data that you provide to us and the possible consequences of you not providing it:
Most data that you provide to us is a contractual requirement. If you do not provide us with
information that you are contractually obliged to provide, the consequences will depend on the
particular circumstances. In some cases we may not be able to provide you with certain
services; in other cases, this could result in disciplinary action or the termination of your
contract.

Other sources of your data:
Apart from the data that you provide us with, we may also process data about you from a range
of sources as described under part | of this document.

Examples of data that we process, either provided by you or generated by us or others,
together with the relevant lawful grounds is stated below.

For the performance of a contract:
e Data that is necessary to the operation of the Balliol College/student contract or
to the functioning of Balliol College including:
o any data about you contained in your assessed work, our assessments of your
work and details of any qualifications you are awarded;
o details of any disciplinary complaints or decisions about you;
your contact and accommodation details;
o any communications you have with us, and any communications we generate about
you, for example if you ask us to defer your studies to a later academic year;
o details of any payments that you make to us, including your bank/payment card details.
e Data you and others sent us when you applied (including information sent to us via UCAS
and your predicted grades). This includes your academic record and personal statement,
which we use to assess your application, and references written about you by third
parties;
e  Data that we voluntarily provide about you, either while you are a student or after you
graduate, for example if you ask us for a reference.

o

To comply with a legal obligation:

¢ Where you inform us of a health condition or disability: we will take this information into
account when considering whether to make a reasonable adjustment under equality law,
and in other cases where we are legally required to do so.

¢ Information about you that UK immigration law requires us to record or to
report to the immigration authorities.

o Information that you voluntarily provide to us about any disabilities or health conditions
you have, and about your age, ethnicity, gender, religion and belief, and/or sexual
orientation: we will process this as part of the equality monitoring that we undertake
pursuant to our legal obligations under the Equality Act 2010.

Legitimate interests:



Some data is processed for the purposes of our or someone else’s legitimate

interests, except where overridden by your data protection rights and freedoms. This

includes:

e Data on scholarships and prizes. The College has a legitimate interest in making
awards and awarding scholarships and prizes to students, in fulfilling its charitable
objectives under charity law, the wishes of its benefactors, and in memorialising this
information for the historic record.

e Balliol College Annual Record: a summary of College members’ achievements and
activities each year, including those of students. The College has a legitimate interest in
publishing (in print and online) and archiving the Annual Record each year as a way of
achieving its core purposes, which are to encourage scholarship and research at the very
highest levels and to promote excellence in learning; and of meeting its charitable
objectives, which are ‘to advance education, religion, learning and research, and to be a
College within the University of Oxford . . . and to do all such other things as are
incidental or conducive to advancing education, learning and research in Oxford or
elsewhere.’ It is necessary to process your data to create this record.

e Records of attendance at and participation in College Committee meetings. The College
has a legitimate interest in having student representatives on certain committees, and it is
necessary to process your data for those committees to function properly.

e Emergency contact details. The College and its students have a legitimate interest in the
College being able to contact someone you nominate for emergency situations.

Consent:

Information that appears in publicity materials (described at
https://www.balliol.ox.ac.uk/publicity-materials), such as photographs and quotations about
your experience.

Performance of a task in the public interest:

This includes areas where the College must comply with its statutory obligations concerning
equality and in making reasonable adjustments. An example would be requests for assistance
with academic matters, such as applications for special examination arrangements, requests for
extensions to written work and submission of extenuating circumstances.

Where Special Category data or data relating to criminal convictions or allegations is
processed, this will be as set out in sections two and four of the Privacy Policy.

3. How long we keep your data (Section 6)
We retain your personal information for as long as necessary to fulfil the purposes for which it
was collected, including for the purpose of satisfying any legal, accounting or reporting
requirements.

The retention period, will depend on the category of the data. As a general guide, our expected
retention periods are as follows:

Expected retention period | Data



https://www.balliol.ox.ac.uk/publicity-materials

Permanent

Core student record including:

Name, date of birth, gender, application form and references,
student status, dates of attendance including any periods of
suspension of studies, academic records including course of
study and outcome of your studies, collection and examination
results, research records for graduate students, awards,
scholarships and prizes conferred, student photo. References
we provide for you.

Permanent

Records of College cultural life: photographs and written
records of teams, choirs, clubs and societies, plays and
performances, participation in events and sporting fixtures.

Permanent

Records of attendance at and participation in College
Committee meetings. Papers, including anonymised statistics
used for equality, access and other reporting, received by
Governing Body or other College Committees or published in
related reports.

Six years following the end of
the academic year in which you
ceased to be a registered
student unless a

subsequent complaint or appeal
has arisen, in which case the
retention period will be six
years from conclusion of the
case.

The following data will be removed as far as possible and
practicable:

Data relating to your admission, unless this is on your
application form. Where not on an application form, details of
personal life including health, family/financial circumstances,
ethnicity, sexuality, political opinions, religious or philosophical
beliefs. Emergency contact details. Welfare records relating to
support and counselling unless these form medical records to
be retained in line with NHS guidelines and policy or as
identified below. Medical and other records relating to
requests for suspension or extenuating circumstances for
examinations. Electronic academic reports (due to the
University policy of deleting OxCORT and GSR reports after
six years). Disciplinary, harassment and grievance records and
those relating to criminal convictions will be reviewed at this
point and removed unless there is a legal requirement or
other lawful grounds for further retention.

4. Contact details (Section 1)
If you have any questions on the above information or other queries about your data, please contact:

dataprotection@balliol.ox.ac.uk

A full record of our processing activity is available on request from the Data Protection Officer at
Balliol College.

Email: DataProtection@balliol.ox.ac.uk
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